Department of Veterans Affairs 

Memorandum
Date:
     
From:
(PI Name)       
Subj:
Removal of Sensitive Research Information
To:
Jesse M. Dostal, M.A., Research and Development Committee Coordinator
Thru:
Larry Campbell Information Security Officer, Neal S. Peachey, Ph.D. Associate Chief of Staff / Research and Development, William Montague Medical Center Director
1. In order to accomplish my duties, I require the capability to store, transport, and utilize sensitive information from the LSCDVAMC outside protected environments, as defined by VA Handbook 6500.  LSCDVAMC information refers to all information, either electronic or paper-based.  The location I would like to use / store / transport this information is: 
(Organization Name, If Applicable)


       
(Address and Room Number, If Applicable)
       
(City, State, Zip)




       
1a. Is the location named in Item 1 a VA facility?

 FORMCHECKBOX 

Yes (You will need a Data Use Agreement available here)

 FORMCHECKBOX 

No (You will need a Data Transfer Agreement available here)
(If sensitive information will be taken to multiple sites a separate memo for Removal of Sensitive Research Information, Data Use Agreement, and/or Data Transfer Agreement for each site is required)

2. Provide a justification for the removal of sensitive information from the LSCDVAMC.  This should include where this information will be used, how it will be used, and why this project cannot be completed without its removal.  This description should include how the sensitive information will be analyzed, if applicable.
     
3. The sensitive information I intend to transport, store, and utilize includes the following items that can be associated with individuals (Check all that Apply):

	
	Yes
	No

	A. Names or initials
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	B. Geographic subdivisions smaller than a state 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	C. Any elements of dates except the year and all ages over 85
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	D. Telephone numbers
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	E. Fax numbers
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	F. E-mail addresses
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	G. Social Security Numbers (full, fragments or scrambled)
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	H. Medical record numbers 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	I. Health plan beneficiary numbers
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	J. Account numbers 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	K. Any certificate or license numbers 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	L. Vehicle identifiers and license plate numbers 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	M. Device identifiers and serial numbers 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	N. Websites
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	O. IP addresses
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	P. Biometric identifiers, including finger and voice prints 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	Q. Full-face photographs and any comparable images 
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	R. Any other unique identifying number, characteristic or code
	 FORMCHECKBOX 
 
	 FORMCHECKBOX 
 

	
(If “Yes” to Item 39R), describe these identifiers:      


4.
Who or what organizations will have access to the information described in Item 3 once it has been transported or transmitted offsite?

	Name, Degrees / Organization and Organizational Contact Name, Degrees (Use the Enter key in this column to insert additional names and information)
	Phone Number
	E-mail Address

	
	
	

	     
	     
	     


5.
Indicate the method of delivery or transmission that will be used to send the information described in Item 3:


 FORMCHECKBOX 

Secured web site


 FORMCHECKBOX 

Encrypted email


 FORMCHECKBOX 

US Postal Service or other trackable courier services (not campus mail)

 FORMCHECKBOX 

Fax in a secured area


 FORMCHECKBOX 

Shared drive with password protection


 FORMCHECKBOX 

Personal delivery by authorized research personnel


 FORMCHECKBOX 

Private telephone conversation to authorized personnel


 FORMCHECKBOX 

Other:  (Describe)      
6.
Please describe the measures you are taking to safeguard the information/information described in Item 3 after it has been transported:

 FORMCHECKBOX 

Two locking barriers (cabinets, desks, doors, etc.)

 FORMCHECKBOX 

Electronic files will be on a non-networked computer

 FORMCHECKBOX 

Electronic files will be on a networked computer behind the responsible organizations firewall

 FORMCHECKBOX 

PDAs and removable media (such as CDs, diskettes, etc.) will kept in a secure location and be encrypted

 FORMCHECKBOX 

Other: (Describe)      
7.
How long will the information described in Item 3 be stored / used outside of the LSCDVAMC?


     
8.
After the period in Item 7 has expired, the sensitive information what will the disposition of the information be (A copy of all human subjects research records are to be retained within the LSCDVAMC indefinitely until Record Control Schedule 10-1 is modified to reflect facility retention/disposal authority.  Subsequent to approval all human subject research records will be retained for at least five (5) years after the completion of the research with which they are associated or as otherwise stipulated by any sponsors.  According to the HIPAA Privacy Rule, accounting for disclosures of protected health information is required for disclosures that occurred for six (6) years following the date of the request for the accounting.  Therefore, the LSCDVAMC requires that all human subjects’ research records be retained for at least six (6) years.  Sponsors may have additional requirements.):
 FORMCHECKBOX 

Returned to the LSCDVAMC 

 FORMCHECKBOX 

Destroyed (Describe Method of Destruction if Applicable)
Method of destruction:

 FORMCHECKBOX 

Paper will be shredded

 FORMCHECKBOX 

Delete files from or destroy diskettes and CDs

 FORMCHECKBOX 

Permanent deletion of information described in Item 3 from computers and PDAs

 FORMCHECKBOX 

Other: (Describe)      
I acknowledge that the above statements are accurate and in compliance with VA Handbook 6500, Removable Storage Media and Restrictions on Transmission, Transportation and Use of, and Access to, VA information outside protected environments.

____________________________
PI Name (Please Type Name Here      and Sign Above)
Required Approval and Concurrences

Approved / Disapprove

____________________________
_____________

Service Line Chief Name:       
Date

Concur / Do Not Concur

____________________________
_____________

Larry Campbell
Date

Information Security Officer

Concur / Do Not Concur

____________________________
_____________

Neal S. Peachey, Ph.D.
Date

Associate Chief of Staff / Research and Development
Concur / Do Not Concur

____________________________
_____________
William D. Montague
Date

Director or Designee
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